
Cutting Edge Technology for the Digital Age

Forensic Digital Detectives, L.L.C.
45 Exchange Blvd, Suite 1017

Rochester, NY 14614

Telephone: (585)232-3916
Toll Free: (866)651-2336 
Fax: (866)448-5655 

Email: information_request@fddusa.com

Website:  www.fddusa.com

Forensic Examiners can be dispatched 24X7 to perform the following services:

• Coordinate with the Client to secure and preserve evidence

• Identify additional devices and media to be collected

• Photograph and diagram the scene if necessary

• Comprehensively document hardware and so�ware present

• Determine if malicious processes are occurring which may be damaging evidence

• Verify the integrity of evidence to be collected and ensure no modi�cation occurs

• Interview persons of interest regarding items to be collected

• Perform live memory acquisition on demand

• Perform onsite imaging of hard disks and other media as conditions permit

• Document and prepare components for transportation and storage

All investigators are trained in conducting onsite examinations and implementing chain of custody protocols compliant with US Department 

of Justice guidelines.

When evidence is part of a legitimate business enterprise, examiners may be required to image drives onsite.  �e original drive must be 

retained and a working duplicate is typically le� in its place to avoid issues relating to the disruption of business continuity.  A civil case can 

quickly become a criminal case and vice versa; so all acquisitions are executed as if the case were criminal in nature to ensure later admissibility 

of evidence.

Examiners can perform many kinds of information recovery locally and can save recovered materials to a variety of media from DVDs to USB 

thumb drives.  Reports are generally not generated for simple �le recoveries unless speci�cally requested.

Live memory acquisition assumes that the machine is powered on when the Examiner arrives and that there is no password-protected screen-

saver activated.  It is important to note that this is an emerging technique that may reveal additional information about the running state of a 

device that would otherwise be di�cult to recreate from a hard disk image.

A�er evidence has been preserved for transportation the Examiner will notify the Client and wait for additional instructions.

Examiners will deploy with a Digital Intelligence F.R.E.D.L. Mobile Field Acquisition Kit and all materials required to safely and securely 

transport devices and data privately and con�dentially.
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